HNucTpykuus

IJIS 00y4aKIIUXCs M0 obecnevyeHn 0 HHPOPMALMOHHOM 0€30IIaCHOCTH MPH
UCnoib30BaHuu ceTn «MHTEepHeT) /151 pa3MenieHus1 B y4eOHbIX KaOUHeTax, B
KOTOPBIX OCYILIECTBJIsAETCS JOCTYI B ceTh « AHTepHEeT»

C xaxapIM TOJ0M MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, @ MKOJIbHUKU
OJIHM M3 CaMbIX aKTUBHBIX IOJb30BaTener Pynera. Mexay TeM, HOMUMO OIPOMHOIO
KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HECET W MpOoOJIeMbl. DTa MaMATKa JIOJDKHA
IIOMOYb TeOe 0€30MaCHO HAXOIUTHCA B CETH.

KomnbroTepHbie BUPYCHI

KomnproTepHblii BUpPYC - 3TO pPa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaAMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHUI0. B
JOTOJTHEHUE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WJIM IOJHOCTBIO YHHUYTOXHUTH BCE
(ailibl U JaHHBIE, MOAKOHTPOJIBHBIE IOJIB30BATEN0, OT MMEHHU KOTOpPOro Oblia
3alylieHa 3apakK€HHas IporpaMma, a TaKKe MNOBPEINUTh WIA JaK€ YHUUYTOXKHUTH
ONEpPalMOHHYI0 CHCTEMY CO BceMH (ailllamu B 1elIOoM. B OOJBIIMHCTBE Cily4yaeB
PacCpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Mertoap! 3aUTHI OT BPELOHOCHBIX POTPaMM:

1. Mcrionp3yli COBpPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, UMEIOIIUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

2. [locTtosiHHO ~ ycTaHaBnmMBail mayTd  (UM(pPOBBIE  3aIUIaTKU, KOTOpPbBIE
ABTOMATUYECKM YCTAHABIMBAIOTCA C LEJIbI0 JOpa0OTKM NPOrpaMmbl) U JpPYyrue
OOHOBJICHHUSI CBOEH omeparmoHHON cucTteMbl. CkaunBald UX TOJBKO ¢ O(QHUIIMAIBHOTO
caifta paspaborunka OC. Ecnu cyiiecTByeT peXuM aBTOMATUYECKOTO OOHOBIICHHS,
BKJIFOYH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpPE TMOJ TIpaBaMu TOJIb30BATENs, a He
aJMMHHCTpAaTopa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTpaMM
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHATBHOM KOMIIBIOTEPE;

4. Ucnonib3yid ~ aHTUBUPYCHbIE  MPOTPAMMHBIE  MPOAYKTHl  HM3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonb3yli BHEIIHHE HOCUTENN MH(POPMALIUU, TAKHE KakK (ielKa, TUCK WU
(aiin U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBail KOMIIbIOTEpHbIE (Dailyibl, TOJyYeHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpble MpUcian TBOM 3HAKOMBIH. Jlyuiie yTouHu y
HEro, OTIIPABJISLI JIU OH Te0E UX.

Cern WI-FI

Wi-Fi - 3To He Bua mepenauu JAaHHBIX, HE TEXHOJOTHS, a BCErO JIAIIb OpeH,
mapka. Eme B 1991 romy HuumepmaHiackash KOMITAHHS 3aperHCTpUpoOBasia OpeH.
"WECA", wuro o6o3nauano crnoBocouyeranue "Wireless Fidelity", kotopbrii
MEPEBONTCS Kak "OecpoBOAHAS TOUHOCTH'.

Jlo Hamiero BpeMeHu Jionuia apyras abOpeBuarypa, KoTopas sBISIeTCSl TAKOU Ke
TexHoJioruen. Ito abopesBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha
CTaHJapT BbICIICH 3BYKOBOM TexHuku Hi-Fi, utro B mepeBone o3HayaeT "BbICOKas
TOYHOCTB".

Jla, OecruiaTHbI MHTEPHET-AOCTYN B Kade, OTeNsIX U a’ponoprax sBIISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrHMe sKCnepThl CUMTAIOT, YTO



obmenoctynubie Wi-Fi cetn He ABISIOTCS 6€30TIaCHBIMH.

CogeTsbl 110 0€301aCHOCTH Pa0OTHI B 00IIEIOCTYHBIX ceTsax Wi-fi:

1. He mepenaBait cBoro nuHyto uHpOpManuioo depe3 obOriemoctynHbie Wi-Fi
cetu. PaboTast B HUX, JKeJaTEIbHO HE BBOJAMUTH MAPOJIU JIOCTYIA, JOTUHBI U KaKHE - TO
HOMEpa;

2. Ucnionp3yit m OOHOBISIM aHTUBUPYCHBIC TporpaMMmbl UM Opanamayep. Tem
caMbIM Tbl 00€30MacHIllb ce0sl OT 3aKaUKH BUPYCa HA TBOE YCTPOMCTBO;

3. [Ipu ucnonszoBanuu Wi-Fi otkimtoun pynkuuto "O6mmit goctyn k dainam u
npuHTepam". JlaHHasg (QyHKIMS 3aKpbiTa MO YMOJYaHUIO, OJIHAKO HEKOTOpbIE
MOJIb30BATEIHN aKTUBUPYIOT €€ JIsl yA00CTBa HCIOIb30BaHMs B paboTe min yueoe;

4. He ucnone3yit nyonnmunasiii WI-FI 1151 nepegaun TMYHBIX JaHHBIX, HAIPUMED
JUIA BBIXOZa B COI[MANIbHBIE CETH WM B JIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonpko 3amuiieHHoe coenqudenne yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAM MMEHHO "https://";

6. B MoOuwnpHOM Tenedone otkmoun Qynknuto "Tlogkmrouenne k  Wi-Fi
apromatudecku'. He mormyckaid aBTOMaTHYECKOrO IMOJKIFOUEHUsI YCTPOKWCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusl.

CounajabHbie ceTH

ConmasibHble CETH aKTUBHO BXOJST B HAIly XKU3Hb, MHOTHE JIIOAU pabOTarOT U
KHUBYT TaM IOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MUIUIMAPA YE€IOBEK, YTO
ABJISIETCSI OJHOW CEIpbMOM BCEX JKMTENIEW IUTaHEThl. MHOrME I0Jb30BaTENN HE
MMOHUMAIOT, YTO UH(POPMALHS, pa3MEIICHHAs UMU B COLIMAJIBHBIX CETSIX, MOXKET OBITh
HaliJlecHa W HCIOJb30BaHa KEM YTOJHO, B TOM YHCIIE HE 00s3aTelIbHO ¢ OJaruMu
HaMEpEHUSIMHU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIBHBIX CETSIX:

1. OrpaHnuyb COUCOK JApy3ed. Y TeOs B Ipy3bAX HE JOJKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai CBOI YacTHYIO ku3Hb. He ykazbiBail maposu, TenedoHsbl, aapeca,
JaTy TBOETO POXJAEHUS U IPYTYIO JIMYHYIO MHQOpPMAIHIO. 3JI0YMBIIIIEHHUKA MOTYT
UCIOJb30BaTh Jake MHQOpPMAIMI0 O TOM, KaK Thl M TBOM POAUTEIH IUIAHUPYETE
IPOBECTH KaHUKYJIBL;

3. 3amuimai cBOI pernyTamuio - JIepKH €€ B YUCTOTE U 3ajaBail cede BOIMpOC:
XoTen Obl Thl, UTOOBI APyTHE MOJIB30BAaTENN BHUJIEIH, YTO Thl 3arpykaeuib? Ilogymaii,
MPEXK/IE YEM UYTO-TO OMyOJIUKOBATh, HAUCATH U 3arPy3UTh;

4. Ecnu Tbl TOBOPHIL C JIIOJAbMH, KOTOPBIX HE 3Haelllb, HE MCIOJb3YH CBOE
peanbHOE UMS M JAPYTYI0 JIMYHYIO WHGOPMALMHU: HUMS, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5. M36eraii pasmenienust Qororpaduit B MHTepHere, rae Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIUTh TBOE MECTOMOJI0KEHHE;

6. [Ipu peructpanuu B COUMAIBHON CETH HEOOXOJUMO MCHOJB30BATh CIOKHbBIC
apoJju, COCTOSIIIME U3 OYKB U IIU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. JI7ig COLMANIbHOM CeTH, MOYTHI M APYTUX CAUTOB HEOOXOJWMO HCIOIb30BaTh
pasHble maposid. Toraa eciu TeOsl B3JIIOMAKOT, TO 3JIO0YMBIIIJIEHHUKH TOJy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBIE J€HbI'H

DJNEeKTPOHHBIE [EHBI'M - 3TO OYEeHb YJIOOHBIM crmoco0 miaTrexed, OIHAKO

CYILLIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JI€HBIU.



DNEeKTPOHHBIE JIEHbIM MOSBUJIUCH COBCEM HEJABHO M MMEHHO H3-3a 3TOr0 BO
MHOTMX TOCYAapCTBAax A0 CHX IIOP HE MPOMNKUCAHO MPO HUX B 3AKOHAX.

B Poccun xe oHM (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe UX
pPa3AeISIOT Ha HECKOJIBKO BUJOB - AaHOHUMHBIE U HE aHOHUMHBIE. Pa3Hulia B TOM, 4TO
AHOHMMHBIE - JTO TE€, B KOTOPBIX pa3peliaeTcs NPOBOAUTH omepanuu 0e3
UACHTU(UKALIMKM TI0JIb30BATENsl, & B HEAHOHMMHBIX HUACHTU(UKAIMS T0JIb30BaTENs
ABJISIETCS 00S3aTEIILHOM.

Taxxke crnemyer pas3nidyaTh DJIEKTPOHHBIE  (uaTHble J€HBIU  (paBHBI
roCcyJapCTBEHHbIM BaJllOTaM) U DJEKTPOHHbIE He(pUaTHbIE JEHBIU (HE paBHBI
roCyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMH JIEHbAMU:

1. IlpuBsku K cueTy MOOMIBHBINA TenedoH. DTO camblil YIOOHBIH U OBICTPBIN
crocod BOCCTaHOBUTH JOCTyHn K cuery. llpuBsizaHHbIM TenedoH MOMOXKET, €Ciu
3a0y/Iellb CBOM MJIATEKHBIN MAPOJIh WM 3aiICIlb HA CAT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit omHOpa3oBble maponu. Ilocme mnepexoga Ha  YCHIIEHHYIO
aBTOpHU3ALMI0 TeOe yxke He OyAeT yrpoxaTb OMACHOCTh KpaXXM WJIM IepexBara
IUTATEKHOTO MTApOJIs;

3. Boibepu cnoxsbiii maponb. [lpecTtymHukam Oyaer HE MNpoCTO yrajaTh
CJIOXKHBIN naposbs. HanexHble mapoiu - 3T0 mapoju, KOTOPBIE COIEpkKaT HE MEHee 8
3HaKOB M BKJIIOYAIOT B ce0s CTPOYHBIE U MPOMHMCHBIE OYKBBI, LU(PBI U HECKOIBKO
CHUMBOJIOB, TaKue KaK 3HaK J0oJUiapa, pyHTa, BOCKJIMLATEIbHBIN 3HaK U T.I. Hanpumep,
$tROng!;;

4. He BBOIM CBOM JINYHBIC JAHHBIC HA CAUTAX, KOTOPBIM HE JOBEPSIEIIb.
JJIeKTPOHHAA MOYTA

DJIEKTPOHHAs MOYTa - 3TO TEXHOJOTHS W NPENOCTABISIEMBIE €0 YCIYTH IO
MEPECHUTKE M TMOJYYEHHUIO 3JIEKTPOHHBIX COOOLIEHUM, KOTOpPbIE PaCHpenessioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO AIEKTPOHHBIN MOYTOBBIN SITUK BBITJISIUT CJICIYIOIIUM
oOpazoM: wuMs_noJib30BaTeNsI(@uMsi_AoMeHa. Takxke KpoMme Tmepeaadyd MOpoCcTOro
TEKCTa, UMEETCS BO3MOKHOCTh MepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 O€30IMaCHOM pabOTE C IICKTPOHHOM MOUTOM:

1. Hano BbIOpaTh paBUIIbHBIN MOYTOBBINM CEpBHUC. B HHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIUIaTHBIX OYTOBBIX CEPBUCOB, OJHAKO JYYIlI€ JOBEPSATH TEM, KOTO 3HACIllb U
KTO MEPBBI B PEUTUHIE;

2. He ykas3piBaii B nW4yHOW mouTe JuuHyl0 WHGpopmaruio. Hampumep, mydie
BbIOpaTh "My3bIKaIbHBIN _(panat@" umm "pok2013" BmecTo "Temal3";

3. Mcnonb3yi IBYX3TalHYIO aBTOPHU3AIMIO. JTO KOTAa TOMHUMO HapOoJIsi HYKHO
BBOJAUTH KOJ, MPUChUIaeMbIid M0 SMS;

4. BpiOepu cioxHbIH naposb. JJig KaXa0ro MmoyTOBOTO SIIIMKA JOJIKEH OBITh
CBOM HAJEKHBIW, YCTOWUYUBBIN K B3JIOMY [1apOJib;

5. Ecniu  ecTb BO3MOXHOCTh HamMcaTh CaMOMYy CBOM JIMYHBIM BOIIPOC,
VCTIOJIBb3YH 3TY BO3MOXHOCTb;

6. Mcnonb3yii HECKOIBKO NOYTOBBIX SIIUKOB. I1epBbIi [U1s1 YaCTHOW NEPENUCKU
C ajpecaTamM, KOTOPBIM Tbl JOBEps€llb. JTO 3JIEKTPOHHBIA aJIpec HE Haao
MCIOJIb30BaTh NIPU PETUCTPALIUU Ha (OpyMax U caiTax;

7. He otkpbiBaii Qailibl U Apyrue BJIOXKEHHS B IMUChbMax, Jake €CJIU OHHU
NPULUIA OT TBOMX Apy3eil. Jlydmie yTo4HM y HHX, OTHPABISUIM JIM OHU TeOe 3Th
¢aitner;



8. Ilociie okoHYaHus pabOTHl HA MOYTOBOM CEPBHUCE MEPE] 3aKPBITUEM BKJIAIKU
C caiiToM He 3a0yJ]lb HaXKaTh Ha "BeriTu".

KuoepOyajmHr ujin BUPTyaJbHOE U31€BATEJIbCTBO

KubepOymiuHr - npecienoBaHue COOOMICHUSIMH, COAECPKAUMU OCKOPOJICHMUS,
arpeccuio, 3amyruBaHue; XYJIMTaHCTBO; COLMAIbHOE OOMKOTHUPOBAHHE C TMOMOIIBIO
Pa3IMYHBIX HTHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI 110 00phOE ¢ KHOEPOYIITMHTOM:

1. He Opocaiics B 6oi. Jlydmmii croco0: MOCOBETOBAThCS Kak ceOsi BECTH H,
€CJIM HeT TOro, K KOMY MOXHO OOpaTuUThCA, TO BHAYalle YCIOKOUThCA. Eciu Tbl
HAYHEIIb OTBEYaTh OCKOPOJCHHUSAMH Ha OCKOPOJCHHs, TO TOJBKO emle Ooblie
pa3oxoKelIb KOH(DIUKT;

2. YmpaBisil cBoeil kKubeppernyTranuei;

3. AHOHMMHOCTH B ceTu MHUMas. CyllIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOHUT
32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTM XyJIUTaHCKMH oO0Opa3 BUPTyaJlbHOM >ku3HU. HHTEepHer
(¢ukcupyeT Bce TBOM JEHCTBUS U COXpaHSeT HX. YJaIUTh UX OyIeT KpailHe
3aTPYJHUTEIIBHO;

5. Cobmrofali CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyii  eauHuyHbli  HeratuB.  OpHOpa3oBble  OCKOPOUTEIBHBIE
co0OILeHus JTydllle UTHOpUpoBaTh. OOBIYHO arpeccusi ImpeKpaiaeTcss Ha HayalbHON
CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHUSIMHU, B
COLIMAIBHBIX CETSIX €CTh BO3MOXKHOCTb OJOKMPOBKM OTHPABKUA COOOLIEHUH C
OnpeeIeHHBIX aAPECOB;

8. Eciiu Tl cBuaerenb KuOepOysuivMHra. TBOM AEMCTBUS: BBICTYNHUTHh MPOTUB
MpecienoBaress, I0Ka3aTh €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCS HETraTUBHO,
NMoJAJIepKaTh JKEPTBY, KOTOPOM HY)KHA TICUXOJOTHYECKas IOMOIIb, COOOIIUTh
B3pOCJBIM O (paKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuibHbIi TesaedoH

CoBpemeHHble cMapT(OHBI U TUIAHIIETHI COJEp)KaT B ceOe BIOJHE B3POCIBIN
(yHKIIMOHAA, U TEmepb OHU MOTYT KOHKYpUPOBAaTb CO CTAallMOHAPHBIMU
KomnbroTepamMu. OfHAKO, CPENCTB 3alUThl AJi MOJOOHBIX YCTPOMCTB IOKa OYE€Hb
mano. TecTupoBaHME U MOMCK YS3BHUMOCTEH B HMX NMPOMCXOJIUT HE TaK MHTEHCHUBHO,
kak j1s1 I1K, 1o ke camoe kacaeTcss 1 MOOMITBHBIX TTPHIIOKCSHHM.

CoBpeMeHHbIe MOOWJIbHBIE Opay3epbl YK€ MPAKTHYECKH JIOTHAJIM HACTOJIbHbBIE
aHaJIOTH, OJTHAKO pacHIupeHue PyHKIIMOHAJA BICYET 3a COOO0M OOJBIITYIO CIIOKHOCTD U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOJUTENM BBIMYCKAIOT OOHOBJICHMS, 3aKpbIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He sBisiercss mo-HacrosinieMy OecruiaTHbIM. Byab ocTopoxeH, Beab
Korja Tebe mpejyiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe - TO
MJIaTHBIC YCIIYTH;

Hymaii, npexae ueM otnpaButb SMS, ¢oto mnu Buaeo. Thl TOUHO 3HACIIB, II€
OHM OyIyT B KOHEYHOM UTOre?

Heo6xoammo 0OHOBIIATH OMEPAIMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBHPYCHBIE IPOrPAMMBI ISl MOOMITBHBIX TeJIe(hOHOB;



He 3arpyxail npujioXeHHsT OT HEU3BECTHOIO HMCTOYHUKA, BEIb OHHU MOTYT
COJZIepKaTh BPEIOHOCHOE MPOTrPaMMHOE 00ECTIeUeHHE;

[Tocne TOro Kax Thl BBIMIEIb C CaiiTa, 1€ BBOAWI JIUYHYI HH(POPMALUIO, 3ai a1
B HACTPOMKHU Opay3epa u yaanu cookies;

[lepnonnueckn NpoBepsl, KakKWe IUIATHBIE YCIYTHM aKTUBUPOBAaHbI Ha TBOEM
HoMmepe; JlaBail cBO HOMEp MOOWJIBHOTO Tele(OHA TOJIBKO JIOASM, KOTOPBIX Tbl
3HACIIb U KOMY JOBEpSCIIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTJa Thl UM HE Nosb3yelbes. He 3a0piBaii
MHOT A IPOBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOLIUE pPa3BICUYCHHUS,
O0OBEIUHSIOINE COTHU THICAY YEJIOBEK MO BceMy MHpY. UIpoku ucCienyroT JTaHHbIN
UM MHp, OOIIAIOTCS IPYT C IPYTOM, BBIMIOJHAIOT 3aJaHUs, CPAKAIOTCA C MOHCTPaAMH U
MOJIy4arOT OMBIT. 3a YJIOBOJBCTBUE OHM IUIATAT: MOKYIMAIOT JHUCK, OIUIAYMBAIOT
a0OHEMEHT WJIM NPUOOPETAOT KAKHE-TO OMILIHH.

Bce aTu cpeacTBa MOyT Ha MOAAECPKAHUE M Pa3BUTHE UIPHI, a TAKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3allMU, BBIMYCKAIOTCSI HOBBIE
naTuu (IUQPpPOBBIE 3aIIATKU AJI1 IPOrPaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX urpax CTOUT omacaTtbcs HE CTOJNBKO CBOUX COIEPHUKOB, CKOJIBKO
Kpakl TBOErO MapoJjisi, Ha KOTOPOM OCHOBAaHAa CHCTEMa aBTOPU3AIMM OOJBIIMHCTBA
Urp.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Eciiu apyroil Urpok BeleT ceOsl IUI0XO WM CO3JaeT TeOe HENmpHUSITHOCTH,
3a0JIOKMPYH €ro B CIHCKE UTPOKOB;

2. Iloxanyiics aIMUHUCTPATOPAM WIPbI HA IJIOXOE IMOBENEHUE ITOTO HMIPOKA,
KEJaTeJIbHO MPUJIOKHUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail 1MuHyI0 HH(pOpMALUIO B Tpodaiiie Urpsl;

4. YBaxkail IpyruX YYaCTHHUKOB IO UTPE;

5. He ycranaBnuBaii HeoUIMaIbHbIC TATYH U MOJIBL;

6. Mcnonb3yl CIIO)KHBIE U pa3HbIC I1APOJIH;

7. Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [Ioka ThI Wrpaemisb,
TBOM KOMITBIOTEP MOTYT 3apa3HTh.

@OUIIMHT WM KPAa’Ka JUYHBIX JaHHbIX

OOBIYHOM Kpaxell JeHeT U JOKYMEHTOB CEroJHs YK€ HUKOTO He YJIUBHUIIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTHMA 3JI0YMBIIIJIEHHUKHA TEPEMECTUIIUCh B UHTEPHET, U
MPOJIOKAIOT 3aHUMATHCS "' TFOOUMBIM" JICJIOM.

Tak nosiBUIACHh HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WM (DUILIUHT, TJIaBHAS
1eJIb KOTOPOrO COCTOMUT B MOJYYEHUH KOH(UICHIUANBHBIX JaHHBIX MOJb30BaTeNel -
noruHoB M maponeil. Ha aunrnwmiickom si3bike phishing uuraercs kak ¢umusr (ot
fishing - peiOHast noBns, password - mapodn).

OcHOBHBIE COBETHI 110 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Eciu Tl o03peBaelilb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATH €€ M COOOITUThH aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOXHO CKOpEE;

2. Vcnonw3yit GezomacHble BeO-CalThl, B TOM YHCJE, MHTEPHET-MAara3uHoOB U
ITOMCKOBBIX CUCTEM;

3. Ucnonb3yii cnokHble M pa3Hble Mmapoiud. Takum oO0pa3oM, eciau Teos



B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKHU TOTy4YaT AOCTYI TOJBKO K OJJHOMY TBOEMY MPODUITIO
B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3O0Maiu, TO HEOOXOAUMO NPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE JO0OAaBIEHbI y T€OS B APY3bsiX, O TOM, YTO T€Osl B3JIIOMaIN U, BO3MOXKHO, OT
TBOEr0 UMEHHU OYyJIeT PacchlIaThCs CIlaM U CCHUIKM Ha (PUIIIMHTOBBIE CANTHI;

5. YcraHoBU HajexHbIN Mapois (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKJII0YM coXpaHEeHHUe naposs B Opaysepe;

7. He otkpswiBail Qailnibl ¥ JIpyrue BIOKEHUS B IMUCHbMAaxX, JaXKe €CIH OHU
OPUIILIM OT TBOUX JApy3el. Jlydine yTOYHM y HHUX, OTHPABISUIM JIW OHU Tebe ITU
(aitnbl.

Hu¢posas penyrauus

[udposas pernyTanus - 3T0 HEraTUBHAS WM MMO3UTUBHAS UH(OpPMAIIHS B CETH O
tebe. Kommpomerupytomas wuHpOpMalus, pa3MelleHHas B HWHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTPa3UTHCA HAa TBOEH peanbHOl xu3HH. "Lludposas penyrarus" -
3TO TBOW UMUK, KOTOPBIM popMupyercs u3 HHPOpMaLMK O TeOe B HUHTEPHETE.

TBoe MecTo XMTEIbCTBA, yueObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH
XapakTepa U paccKasbl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mNOAPOCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKalMU JIMYHOM
uHpopManuu B VIHTepHETe, HE MOHUMAas BO3MOXHBIX IOCHEACTBUUA. Thl naxe He
CMOJXelIb JorajaTrbcsi O TOM, uTo (poTorpadus, pazMelieHHas 5 JeT Ha3aj, cTaja
NPUYUHON OTKa3a NPUHATH TeOsI Ha paldoTy.

KommenTapuu, pa3Mmenienue TBoux Qororpaduili u apyrue ASHCTBUS MOTYT HE
MCYE3HYTh JaXKE MOCJE TOro, KaK Thl UX YJaJdullb. Tbl HE 3HACUIb, KTO COXPAHMII ATy
uH(popmanuio, momnajga Jd OHa B TMOUCKOBBIE CHCTEMbl M COXPAaHWIACh JIM OHA, a
IJIaBHOE: YTO MOJAYMAlOT O Te0e OKPYXKAIOLIKE JHOU, KOTOPhIE HAWIYT U YBUIAT 3TO.
Haittu wunHdopmaiuio MHOro JE€T CIYCTS CMOXET JII00OM - Kak H3 J00pBIX
MOOYXAEHUH, TaK M C HAMEPEHUEM NMPUUUHUTH BpPea. ITO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 1O 3aIIUTE HUPPOBOM permyTallUu:

1. [Togymaii, pexe 4eM uTo-TO MyOJMKOBaTh M TepefaBaTh y celds B Oiore
WJIN B COIMAJILHOM CETH;

2. B Hactpoiikax mnpoduis yCTaHOBHM OrPAaHWYEHHUS Ha TPOCMOTP TBOETO
pouIIg U ero CoACPKUMOTO, CACNIall ero TOJNBKO "/ist npy3eit’;

3. He pasmemaii u He ykas3piBali MH(pOpPMAIIUIO, KOTOPask MOXET KOro-JInbo
OCKOPOJISITH MM OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE  IIKOJIBHUKM -  AKTUBHBIE  TOJb30BaTeNM  LU(PPOBOIrO
npoctpaHcTBa. OJHAaKO JajJeKo HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTUMU
BO3MOXHOCTSIMU IIU(PPOBOro MUpa TpeOyeT COONIOICHHS MPAaB HA UHTEIUIEKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "uHTEIEKTyaldbHass COOCTBEHHOCTH" OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJIOBEUECKOr0 yMa, HayuHas C HOBBIX H300pPETEHHM M 3HAKOB,
0003HAYAIOIIKUX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYI'M, M 3aKaHYMBas KHUTaMH,
doTorpadusmMu, KHHODUIEMAaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpcKHE TpaBa - 3TO IpaBa Ha HMHTEJUIEKTYalbHYIO COOCTBEHHOCTHh Ha
MIPOMU3BEJCHUSI HAYKH, JINTEPAaTypbl M HCKycCTBa. ABTOPCKME IpaBa BBICTYNAIOT B
KayecTBE TapaHTHH TOTO, YTO MHTEJUIEKTYaJIbHBINA/TBOPUECKUN TPYA aBTOpa HE Oyner
HAIPacHbIM, JacT €My CIpaBeJIMBbie BO3MOXHOCTH 3apaboTaTh Ha pe3yJbTaTax



CBOETO0 TPyJa, MOJIYYUTh U3BECTHOCTH U Mpu3HaHue. Hukto 6e3 pa3pelieHust aBropa He
MOXET  BOCHPOW3BOJUTH €r0  MPOW3BEJEHWE, PACHpPOCTPaHATh,  ITyOITUIHO
JEMOHCTPUPOBaTh, MpPOAaBaTh, HMIIOPTUPOBATh, IyCKaThb B MPOKAT, MTyOJIUYHO
UCIIOJIHATD, TOKA3bIBATH/UCIIOJHATH B 3(Upe Uiu pazmeniath B UuTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOTO 00ECIIEUeHHs] MOXKET MPUBECTH K
MHOTHM pHUCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKU TBOETO
YCTPOMCTBA, TJie€ YCTAHOBJICHA HEJerajibHas nporpamma. He ctout Takke 3a0bIBaTh,
YTO CYUIECTBYIOT JIETaJIbHble U O€CIIaTHBIE MPOrPAMMBI, KOTOPHIE MOKHO HAaWTH B
CETH.
O nmopraJe

CereBu4oK.p( - TBOW TJIABHBIA COBETYMK B CETH. 37I€Ch Thl MOXKEIIh y3HATh O
0€30MacHOCTH B CETH TIOHSITHBIM W JOCTYITHBIM SI3BIKOM, a TPH BO3HUKHOBEHUU
KPUTUYECKOW CHUTyallud OOpaTUThCA 3a COBETOM. A TakXe MPUHATH ydacThe B
KOHKYpCax U CTaTh CaMbIM U(PPOBBIM rpaxgaHUHOM !

UHCTPYKIMA JJI51 OBYUAIOIIUXCSA OF UH®OPMAIIMOHHOM
BE30OITACHOCTHA

HEJIb351

1. BceM moapsig cooOmiaTh CBOIO YacTHYIO HMHGOPMAIUIO (HACTOSIIHE HMS,
dbamuuio, TenedoH, agpec, HoOMep IIKOJIbI, a Takke poTorpaduu CBOU, CBOEH CEMbU U
Apys3eit);

2. OTKpBIBaTh BIIOKEHHBIC (haliIbl JJIEKTPOHHOM TMOYTHI, KOTJa HE 3Haellb
OTHPABUTEIIS;

3. I'pyOuth, mpuanparbcsi, OKa3bIBaTh JABJIEHUE - BECTH CE€0SI HEBEKJIMBO H
arpecCUBHO;

4. He pacniopsikaiicst feHbraMu TBOSH CEMbHU 0€3 pa3pellieHus CTapIInX - BCEraa
CIIpalIMBail pOAUTENEH;

5. He Bcrpeualics ¢ IHTepHET-3HAKOMBIMHA B PEATBHOM JKU3HU - MOCOBETYMCS
CO B3pPOCJBIM, KOTOPOMY JOBEPSELIb.

OCTOPOXKXHO

1. He Bce numyt npapnay. Yurtaemns o cebe Henpasny B UHTepHeTe - coolum 00
ATOM CBOUM POAUTENSAM WUIIA ONIEKYHAM;

2. IlpurnamaroT nepenuchIBaThCs, UIpaTh, OOMEHUBATHCS - MPOBEPbH, HET JIH
NO/IBOXA;

3. Hesakonnoe xonupoBanue (aitioB B UHTEpHETE - BOPOBCTBO;

4. Bcerpaa pacckasbiBail B3pOCIbIM O Mpo0jIeMax B CETH - OHU BCET/AA TOMOTYT;

5. Wcnonb3yii HacTpoOWKM 0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSTh
CBOU aKKAYHTHI B COLICETSIX U JIPYTUX MOPTAIAX.

MOKHO
1. YBaxaul Apyrux IOJb30BaTEICH;
2. Tlonmp3yembcst IHTEpHET-UCTOYHUKOM - I€JIald CCBIJIKY HA HETO;
3. OTKpbIBaii TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;
4. OOmATHCA 32 MOMOILIBIO B3POCIIBIM - POJUTENH, ONEKYHbl U aIMUHUCTPALIUS
CalTOB BCEra MOMOTYT.



